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Learning objectives

1. Develop an approach to delivering briefings, briefing notes, and
analytic assessment products;

2. Enhance your approach to analytic assessment, including
familiarisation with the SEES model;

3. Increase your familiarity with Bayesian inference as a tool for
probability assessment;

4. Consider how better information design can improve your briefing
materials.






Scenario

You are tasked to synthesise ten sources into a two-page briefing note,
and verbally present it to support a decision-maker.

* How much time do you think you would need?
* How much time do you think you would need?
* How comfortable would you be if...?




Six questions about briefings...




Thinking strategically

Ends, ways, means:

e Ends are defined by policy, informed by
politics.

* Ways are defined by strategy, in the service of
policy, supported by means.

* Means are the resources for the ways to the
ends.

Strategy is the bridge between ends and means.
Ask: Given my position, what is my work?
Consider: Courageous advice, loyal implementation.



An approach to Briefing Notes

What attributes do you notice?
Strengths? Weaknesses?
For what is a BN best suited?

Challenges in writing a good BN?



What does good analytic assessment look like?

* Relevant: Are my arguments relevant for decision-making? (“So what?”)
* Brief: Is my assessment as short as it can be effectively?

* Specific: Have | indicated who/what/where/where/why/how?

* Clear: Have | used direct and declarative language, where indicated?

e Qualified: Is my evidence sound, well sourced, compelling, and fit for purpose?



Structured analytic technigues

* Getting organised:

* checklists, sorting, ranking, etc.

e Exploration:

* Network analysis, nominal grouping, Circleboarding, starbursting,
cluster brainstorming, mapping, Venn analysis, etc.

* Diagnostic:

* DDx, analysis of competing hypothesis, argument mapping, deception
detection, etc.

e Reframing:

* Red teaming, outside-In, Dephi method, High impact/low probability
analysis, pre-mortem, structured self-critique;

Foresight:

* Reversing assumptions, uncertainties finder, “what if? analysis”; cone of
plausibility, alternative futures, counterfactual, etc.

* Decision-support:

 Critical path analysis, SWOT, decision tree/matrix, etc.

Heuer, Richards., Pherson, Randolph. Structured Analytic Techniques, London: SAGE, 2021.



Analytic assessment: The SEES Model

 Situational awareness of what is happening and what we face now;
* Explanation of why we are seeing what we do and the motivations of those involved;
* Estimates and forecasts of how events may unfold under different assumptions;

* Strategic notice of future issues that may come to challenge us in the longer term.

David Omand, “Reflections on Intelligence Analysts and Policymakers”, International Journal of
Intelligence and Counterintelligence, 33 (2020): 471-482.

How Spies Think: Ten Lessons in Intelligence. London: Viking, 2020.

“Written evidence submitted by Professor Sir David Omand GCB”, Intelligence and
Security Committee of Parliament, UK. 2021. Available:
https://committees.parliament.uk/writtenevidence/22563/pdf/



https://committees.parliament.uk/writtenevidence/22563/pdf/

Seeing the future: Speaking of probability

* Predictions: Assert the occurrence of some event with certainty.
* Forecasts: Statement of probability with a certain degree of certainty.

* Estimates: Analysis of a situation, development, or trend that identifies its major

elements, interprets significance, and appraises possible outcomes of actions that
might be taken.

Table 1. Definitions of Degrees of Belief

Degree of Belief as a Probability

Description Expressed as a Percentage
P(H) . P (E | H) Almost no chance 1-5
Very unlikely 5-20
P ( H | E ) — Unlikely 20-45
P(E) Roughly even chance 45-55
Likely 55-80
Very likely 80-95
Almost certain 95-99

Goldman, Jan. Words of Intelligence: A Dictionary. Oxford: The Scarecrow Press, 2006.



Bayesian inference

* Bayes’ theorem is a way of quantifying how new evidence changes our degree of belief about the
situation we face.

P (H | E) is the probability of a hypothesis “H” given observed evidence “E” (i.e. posterior probability)

* i.e. updating the probability of an event being true (e.g. a pt has a disease) with new information
(e.g. the results of a test).

New evidence may inspire us to generate alternative hypotheses of what an outcome may be.

Probability is the study of uncertainty using the math of proportions.

P(H) - P(E | H)
P(E)

P(H|E) =

Omand, David. How Spies Think: Ten Lessons in Intelligence. London: Viking, 2020: 24.



Bayes’ theorem: The geometry of changing beliefs

https://www.youtube.com/watch?v=HZGCoVF3YvMM



Bayes’ formula & disease testing

» Disease prevalence is prior (or pre-test) probability.
* The evidence is the test sensitivity P (T+|D+) and specificity P (T-| D-).

* Posterior probability P (H | E) is the positive predictive value P (D+|T+),
ie. the inverse of negative predictive value P (D-|T-).

PD+) - -P(T+|D+)
P(T+)

PPV = P (D+|T+) =

Webb, M.P.K., Sidebotham, D. “Bayes’ formula: A powerful but counterintuitive tool for medical decision-making. BJA Educ. 20 no. 6 (2020): 208-213.
Sidebotham, D. “"Are most randomised trials in anasethesia and critical care wrong? An analysis using Bayes’ theorem. Aneasethesia, 75 (2020): 1284-88.



Probability and risk

* Risk is the probability of the occurrence of an
event or outcome.

e “Rationality is not about knowing facts,
It’s about knowing which facts are relevant.”

* Understanding probability helps us communicate
risk, both quantitatively and qualitatively.

* Probability focuses our consideration of all
possibilities, given the evidence, to better inform
of understanding in what is likely to be true.



Information design in risk communication

 How might an interdisciplinary lens be beneficial
in communicating public health information to
decision-makers?

* To what extent are epidemiology and intelligence
analysis similar?

* What can public health and national security learn
from each other? (Same question, other fields?)



The Intelligence Cycle

Hulnick, Arthur. “What’s wrong with the Intelligence Cycle?”, Intelligence and
National Security, 21 no. 6, 2006: 959-979.



“The process of relaying intelligence can distort its meaning”

* Impediments:

* limited resources, time pressure, scale, complexity, organisational structure
and culture, cognitive biases, lack of engagement by decision-makers.

* Lonsdale and Lonsdale study:

* Method: visual survey of documents communicating resource allocation
decisions, including “systematic analysis of the graphic and typographic
features of a document.”

 Participants: 30 people with management responsibilities in UK intelligence.

* Objective: “to ascertain how much information respondents deal with, how it
is presented to them, whether...in a clear and effective manner, and how
easy is it to make use of the information.”

Betts, R. K. “Surprise despite warning: Why sudden attacks succeed.” Political Science Quarterly 95 (1980-1): 555.

Lonsdale, David., Lonsdale, Maria dos Santos. “Handling and communicating intelligence information: A conceptual,
historical, and information design analysis. Intelligence and National Security. 34 no. 5 (2019): 703.



***greyscale warning***



Information design principles in UK intelligence

Lonsdale, David., Lonsdale, Maria dos Santos. “Handling and communicating intelligence information: A conceptual,
historical, and information design analysis. Intelligence and National Security. 34 no. 5 (2019): 705.



Information design, continued

Lonsdale, David., Lonsdale, Maria dos Santos. “Handling and communicating intelligence information: A conceptual,
historical, and information design analysis. Intelligence and National Security. 34 no. 5 (2019): 705.



Information design, continued

Lonsdale, David., Lonsdale, Maria dos Santos. “Handling and communicating intelligence information: A conceptual,
historical, and information design analysis. Intelligence and National Security. 34 no. 5 (2019): 705.



Information design, continued

Lonsdale, David., Lonsdale, Maria dos Santos. “Handling and communicating intelligence information: A conceptual,
historical, and information design analysis. Intelligence and National Security. 34 no. 5 (2019): 705.



To what extent are these guidelines followed?

“The results show that overall,
the documents fail to
communicate and visualize
information in an effective
manner.”



To what extent are these guidelines followed?



Time pressure and overwhelm

“Do your read the information documents under some time pressure?”

“Do you ever feel overwhelmed by the amount of information in the
documents you receive?”



Opportunity for clarification? Format?

* “Do you have the opportunity
to ask questions and/or seek
clarification on the information
you receive?”

* “Do you prefer a hard copy of
the document, a digital version,
or both?

* “Would you prefer the
information be presented as
text only, visualisation only, or
a combination of both?



Use, needs, recall, room for note taking?

* “Do the information documents you
receive support decision making,
provide background data, or both?”

* “In your role, do you need raw data,
detailed analysis, or both?”

* “Do you need to recall the
information in the documents at a
later date?”

* “Do you make notes on the
document?”



Reliability? Change?

e “Does the information in
the documents include an
indication of its reliability?”

e “Overall, has the way
information is presented in
the document ever radically
changed your perception of
an issue?”



Confusing? Clear? Relevant?

e “Overall, do you ever find the
way information is presented
in the documents confusing
or unclear?”

e “Overall, is the information
organised clearly on the
document page?”

e Overall, is the importance of
the information always
clear? (i.e. so what?)







Thinking strategically

Ends, ways, means:

e Ends are defined by policy, informed by
politics.

* Ways are defined by strategy, in the service of
policy, supported by means.

* Means are the resources for the ways to the
ends.

Strategy is the bridge between ends and means.
Ask: Given my position, what is my work?
Consider: Courageous advice, loyal implementation.



What is my work?






